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ﬁ J ] _(/JJ a Emergency Preparedness Cybersecurity Virtual Tabletop

VIA ZOOM: Thursday, April 17,2024 ¢ 9:30 am to 12 noon

Presenter: J. David Weidner, MPH, REHS, MEP, CEM
Designed in conjunction with Christoper Ramos, Cybersecurity State Coordinator for Delaware, Region llI,
US Department of Homeland Security

A cybersecurity breach affects not only your resident/patient records, but also your employee records and
entire operation. Learn to find vulnerability, prepare and respond to a potential attack. The Change Healthcare
Cyberattack that is currently impacting healthcare providers across the country is amplifying the need for all
providers to understand, and take seriously, cybersecurity.

This exercise will provide participants with an opportunity to evaluate their current response concepts, plans,
and capabilities and further identify enhancements to a cyber-based threat. It will focus on the preparedness,
sustainability, and response of long-term care facilities during a cyber-based threat and the function of their
Emergency Operations Plan, Continuity of Operations Plan (COOP) and Standard Operating Procedures (SOPs).
Providers will have the opportunity to enhance their understanding of key issues associated with a focused
cyber-attack, including coordination and information sharing amongst government agencies in response to such
an attack. They will strategize with peers through the sharing of personal experiences and lessons learned.

Learning Objectives:

¢ Planning -- Review and evaluate your LTC’s NIMS compliant Hazard Vulnerability Analysis (HVA),
Emergency (SOPs) for cyber-related emergencies; and assess the preparedness policies, plans and
procedures related to this event.

¢ Communications -- Review and evaluate your LTC's communication plans and procedures that enables
interoperable communications to provide advanced customer service, reliability, and operational
effectiveness; assess your LTC's ability to maintain situational awareness; and policies for
backup/alternate communication methods including information technology plans and systems
protection procedures.

J. David Weidner, MPH, REHS, MEP, CEM

J. David Weidner serves as the Director of Emergency Management for the Health Care Association of New Jersey. Mr.
Weidner is responsible for all-hazards emergency preparedness, exercise design and planning, emergency communications
and response in support of over 400 long term care facilities across New Jersey. He is a graduate of FEMA’s Master Exercise
Practitioner Program, a Certified Emergency Manager and a New Jersey Registered Environmental Health Specialist. Mr.
Weidner earned a Bachelor of Science (BS) in Public Health Administration from Rutgers University, and his Master of Public
Health (MPH) in Environmental Health from West Chester University of Pennsylvania.

This will be delivered via Zoom including breakout rooms. DHCFA has requested 2.5 total participant hours from NAB -
NCERS and the Delaware Board of Nursing. To receive credit, you must attend the entire session.




DHCFA Emergency Preparedness Cybersecurity Virtual Tabletop —
April 17,2023 - 9:30 am - Noon

REGISTRATION

Email form to: tmorris@dhcfa.org

$70 per person for members | $95 per person for nonmembers

FACILITY:

Member: Nonmember:

Contact: Email:

PARTICIPANTS:

Name:

Title: NAB#/RN Lic#

Email:

Name:

Title: NAB#/RN Lic#

Email:

Name:

Title: NAB#/RN Lic#

Email:

Name:

Title: NAB#/RN Lic#

Email:

Name:

Title: NAB#/RN Lic#

Email:

Please use an additional sheet for more registrations. TOTAL # ATTENDEES



mailto:tmorris@dhcfa.org

DHCFA Emergency Preparedness Cybersecurity Virtual Tabletop —
April 17,2023 - 9:30 am - Noon

PAYMENT DUE

Webinar link will be released the week of the event. Payment must be received before link
will be sent.

Facility:

Number of participants: TOTAL FEE:

PAYMENT
By credit card

PAY ONLINE HERE: https://link.clover.com/urlshortener/ngFL5r

OR

Call 302-235-6895 to pay by credit card over the phone

By check, payable to Delaware Health Care Facilities Association.

Mail to:

DHCFA

501 Silverside Rd. Suite 51
Wilmington, DE 19809

Send an invoice to email:



https://link.clover.com/urlshortener/ngFL5r
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